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In this paper, an assessment of a series of problems is addressed to a CSO of a widget 

creating corporation by looking through a technical lens.  Each of the five problems raised are 

addressed in this document.  

The first problem addressed is the need for remote access to the internal servers by board 

members on a retreat at a location outside of the company's headquarters.  In this situation one 

would need to setup a Secured Virtual Private Network (VPN) so files needed by the board 

members have the ability to be accessed securely from a remote location.  VPNs “use security 

protocols and encrypt traffic transmitted across unsecured public networks like the Internet.” 

(Whitman & Mattord, 2011, p.282)  In order to create a secured access point, it is necessary to 

setup the VPN on the computers that would need to access the network, as well as creating a 

firewall to protect this access from intrusion when accessed remotely.  Because these individuals 

need access to the network from a temporary location, it is essential to set up a transport mode 

type of VPN, which would only require the organization location to have a remote VPN server 

attached to the systems perimeter.  In this case, VPN setup  is easily set up by using Microsoft 

servers and trusted certificates, bypassing the need for the server.  While there are more secure 

tunneling ports systems, which help ensure data being sent back and forth is more secure by 

encryption using IP-packet-within-an-IP-packet method, this method  is unrealistic because it 

would require a technician to install a separate VPN server at the remote location of access.  

The technology department will ensure the board members organizational issued laptops 

have been setup with the Microsoft’s VPN system and connected using a Secured Sockets Layer 

(SSL), which are available on the internet browser being used.  This will provide access to the 
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organization's internal servers and allow for access to files that need to be used.  Ensurances will 

be made so the firewall is updated and working properly.  

The second problem in need of addressing by the CSO is the finance department looking 

to purchase a server to store all of the budgeting materials.  Since we are already hosting an 

internal server, and we have the technical staff available to install and service this type of server, 

I would suggest we continue with this path. While there are many benefits to using an external 

server, making the move to this type of system might not be the best option with the new server 

to host the finance department's information. This is very sensitive information, and if not 

strongly protected, could fall into the wrong hands, and cause irreparable damage to the 

organization's economic integrity. Making a move to external servers in the future could 

definitely be a viable option, doing so now, when we have the time, people and system internally 

in place, keeping it this way appears to be the best choice.  

Before we purchase an additional server, we might want to look at the possibility of 

running the current servers with virtualization.  This would allow one server to act as many 

servers, thus allowing the financial department to have access to their own server through our 

already established server system (Brown, 2012).  If this option is ruled out, then we would need 

to look at a new server. At that point, I would suggest going with a Lenovo’s ThinkServer 

because of the reliability, customer reviews and its ability to integrate with our current system. 

This server also allows for memory expansion as the demands increase with the growth of 

business and the financial documentations that accompany this growth.  
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The third problem addressed to the CSO is one of your key network administrators has 

just been fired.  With the firing of a key network administrator, we need to take action according 

to our security plan, which is already in place. This would mean we need to make sure no files or 

data was copied or stolen, reset passwords the administrator had access to, and inspect any 

equipment the administrator used for the organization. With the hope that no malicious activity 

occurred due to their termination, the changing of passwords and blocking all access for the 

terminated employee should be sufficient to fully protect our organization, but we need to be 

vigilant in our observation of network activity for a few months after this termination to ensure 

that the organization’s network and data remains secure.  

The fourth problem in need of attention is a new Internet worm has been reported by 

Computer Emergency Readiness Team (CERT).  This is a huge issue that must garner immediate 

attention. The havoc a new internet worm can be dire to the company's server system.  In this 

case, we want to first identify the threat, and isolate the impact this worm can have on our 

system.  A worm is a is a “malicious program that replicates itself constantly, without requiring 

another program environment (Whitman & Mattord, 2011, p.47).”  While a worm might not be 

designed to steal information or try to gain access to a system, they can cause major issues 

because of their ability to replicate themselves. However, some worms can contain a payload that 

may open a backdoor allowing for access to our system.  Seeing that a worm can continue this 

replication until the storage and memory are full, this can cause a major issue in the system’s 

ability to operate and thus, the ability of the organization to continue functioning at full potential. 

If the worm has not already infected the system, we want to make sure that our firewalls 

and antivirus software have the most recent update installed.  This will ensure the worm would 
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be identified and eliminated if it enters into the system (Spoonauer, 2014).  This is the best form 

of protection, and knowing we already have both systems in place, we should feel a sense of 

assurance that our system will not be infected by this worm.  In the case of the worm already 

being in the system, we want to make every effort to immediately initiate the disaster plan and 

look to isolate the incident and repair any damage caused by this problem.  We need to move 

quickly to restore normal operation so that business can continue at normal capacity.  

The final problem our company must address is  we wanted to begin selling widgets 

online and accepting credit cards.  To accomplish this, our organization would have to ensure our 

site is setup as a Secure HTTP, which will provide a level of security between the client entering 

credit card information and our servers receiving this information, ensuring that security is being 

maintained.  “The client and server must have compatible cryptosystems and agree on the 

configuration.” (Whitman & Mattord, 2011, p. 382) in order for this to be accomplished.  This is 

developed when the client and our server create a session key like that of a SSL, only this is not 

for an entire session and made only for each exchange of data.  In order to complete this 

transition, we would need to ensure our site has its own IP address and not be supported by a 

hosting plan.  Lucky for us, we already have this in place and we won’t need to take action in 

this step.  Next, we would need to get a SSL Certificate which is a validation process that 

happens between our site and a third party certificate validator. Using something like 

NameCheap is a good option as they are relatively inexpensive at $40 a year and have a solid 

reputation.  With NameCheap our site will also receive a seal displayed on the purchase page. 

This seal will help customers’ peace of mind, knowing their information is being protected. 
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Finally, we need to activate and install the certificate on our page, at which point the page should 

become an HTTPS site and allow for secure transactions to take place (Helpton, 2013). 

Additionally, our organization will need to create a merchant account, by either applying 

for one or by using a third party system.  Since we are hoping to expand our operation, I feel we 

must go forward with applying for our own merchant account.  In this manner, we avoid paying 

as many fees as we would with a third party system.  This process would be handled by our 

financial department (Mombrea, 2013). 
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